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Moxa Ensure Data Completeness with Data Supplement’s
Tech Note Auto Mode, on Demand, and on Schedule

Everyone has heard the old adage, “garbage in, garbage out,” but the reality is that ensuring the
quality and integrity of big data is not particularly easy. A cause for concern is the inevitable
unexpected connection interruptions that plague any network, and which could result in data loss and
expensive shutdowns of important business processes. Moxa’s smart data acquisition method ensures
data completeness by shrinking the amount of data that needs to be transmitted.
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With the automatic data supplement function, after each network reconnection, MX-AOPC UA Logger
will compare historical data stored on the SD cards located in individual Moxa ioLogik 2500 devices
with the real time data it has already stored locally, and then supplement any missing data by
requesting that the devices retransmit the lost data.
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We should point out, however, that automatic data supplement could fail due to unstable network
conditions or a failure to access the database. To help avoid these problems, MX-AOPC Logger
supports “on demand” and “on schedule” data supplement to allow users to manually trigger data
supplement at any time or specify a fixed time for Logger to automatically execute a data supplement
every day.

In this tech note, we illustrate how to set up different data supplement methods: automatic,
on-demand, and on-schedule. For demonstration purposes, data supplement is implemented by
exporting the data to an Excel file. To further understand how to build a public cloud-based solution,
check the following links:

Tech note for public cloud-based solutions:
http://www.moxa.com/support/sarch result.aspx?prod id=3049&type id=7&type=doc

Tech note title:
e How to Build a Public Cloud with MX-AOPC UA Server and Logger

Prerequisites for data completeness solution:
1. ioLogik 2500 series device with SD card
2. MX-AOPC UA Server & UA Logger software
3. IOxpress software

Only three steps are required to finish setting up the data supplement methods:
Step 1. Install MX-AOPC UA Server & UA Logger on your PC
Step 2. Configure you Moxa I/0 device to send properly configured tags to MX-AOPC
UA Server
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Step 3. Configure MX-AOPC UA Server and Logger to implement one of the following
functions:

1. Automatic data completeness
2. On-demand data supplement
3. On-schedule data supplement

1 Install MX-AOPC UA Server and Logger on your PC

The MX-AOPC UA Server and MX-AOPC UA Logger software can be downloaded for free from
Moxa’s website at the following software download page:
http://www.moxa.com/product/MX-AOPC UA Suite.htm

Latest software versions:
e MX-AOPC UA Server v2.0
¢ MX-AOPC UA Logger v2.0

Refer to the user’s manuals for MX-AOPC UA Server and MX-AOPC UA Logger for step-by-step
installation instructions:
http://www.moxa.com/support/sarch result.aspx?prod id=3049&type id=7&type=doc

User’s manual titles:
e MX-AOPC UA Server User’s Manual
e MX-AOPC UA Logger User’s Manual

2 Configure your ioLogik 2500 device to send tags to
MX-AOPC UA Server

To configure your ioLogik 2500 device, IOxpress can be downloaded for free from Moxa’s
website:

Software download page:
https://www.moxa.com/support/sarch result.aspx?prod id=4133&type id=5&type=soft

Latest software versions:

e IOxpress Configuration Utility v2.1
Refer to the user’'s manuals of ioLogik 2500 on how to configure the device to send tags to
MX-AOPC UA Server.

User’s manual download page:
https://www.moxa.com/support/sarch result.aspx?type=doc&prod id=4133&type id=7

User’s manual titles:
e ioLogik 2500 User's Manual
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3 Configure MX-AOPC UA Server and Logger

Step 1. Run MX-AOPC UA Server from your PC's start menu, and then click the “Get

Configuration from Server” icon on the menu bar. Devices that are uploading tags to the server
will be listed in the left panel, and the tags you configured in Step 2 above will be listed in the
right panel.

B MX-AOPC UA Server

File Edit View Tools

Runtime Help
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B !’ "“i‘we Device List Tag Mame Data Type Access Rights Description
P AOPC-01 (00:20:28:00: 11: 28)
1 Server 00 (00:90:¢8:25:12:64) Q Server 00,D1-00 Boolean Read-only Desc
2118 Modbus Device Group List ¥ Server 00.0I-01 Boolean Read-only Desc
-y DeviceGroupl % Server 00.0I-02 Boolean Read-only Desc
%% Server 00,DI-03 Boolean Read-only Desc
%% Server 00.SysMAC String Read-only Device MAC Address
% Server 00.SysIPAddress  String Read-only Device IP Address
%% Server 00,5ysConnect-00 Boolean Read-only System Connection

Step 2.  Run MX-AOPC UA Logger from your PC’s start menu, and then click Help > Logger

Help from the top menu bar. Follow the instructions in the “"Server Management” section to
connect MX-AOPC UA Logger to MX-AOPC UA Server.
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Introduction

Getting Started

Configuration Console

Server Discovery
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&4 Logger Group List

rver lanagement
[2] server Discovery
-.[?] Server Connection

In this section we explain how to discover an MX-AOPC UA
Server.

An MX-AOPC UA Logger can discover MX-AOPC UA Servers

@ Logger Management
.. [7] License Registration and Activi
@ Appendix

installed on a local or remote computer. First, get the
server endpoint, and then follow the onscreen instructions
to discover the server. After the server has been
discovered, be sure to connect to the server before adding
the tags into loggers for recording.

NOTE  The server discovery or server connection settings

can only be configured when runtime service status
is stopped. To stop the runtime, click the stop

runtime icon on the quick launch bar. &

Getting the Server Endpoint from an MX-AOPC UA
Server

1. Open the MX-AOPC UA Server configuration
console by clicking Tools = OPC UA Settings =
Server Endpoint Settings. Be sure the status of

the Server Endpoint is valid, and then copy the
[oe — .
Service Status : Stopped Time: 17:56:17

Carinr Endnnint af tha MY_AARC 1A € ann.
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Step 3. Click the “"Connect” button on the menu bar to connect to MX-AOPC UA Server.

7
i MX-AOPC UA Logger
File Server Logger Tools Runtime Help

DEH BERDSEK G008 88

= ‘ Server Group
| Y server1(192.168.127.25:53192) Server Endpoint:  opc.tep://192. 168, 127.25:53192/MXADPC JUAServer

Security Policy: ~ None

Security Mode: Mone

- Logger Group List
Subscription Settings Monitored Item Settings
Publish Interval: 1000 ms Sampling Interval: 500 ms
Keep Alive Count: 10 Queue Sze: 10
Lifetime Count: 1000 Discard Oldest: Yes

Step 4. Click the “Help” menu and follow the instructions in the “Logger Management” section
to create a logger to send the tags to a local Excel file.

£ DETr () MX-AOPC Ua Logger i IR s
File Sever Logger Tools Runtime [Help) —
o_futine (Fop) _ , = B
: ﬁ ﬁ Logger Help b ‘ @ @ @ g Hde  Back Pt  Options
Licensing > b =
- [ server Grovp About. Contents | Index | Search |
-~ [ Server1(192.168.127.100:5319.5 Server Endpoint:  opc. tep://192. 168. 127. 100:53192/MXAOPC/UAS|| (1) MX-AOPC UA Logger Help
Introduction Logger Group
Seauity Poiicy:  None @ Getting Started =
@ Configuration Cansole In this section we explain how to use the configuration
Security Mode:  None.
e @ Server Management console to add, edit, and delete logger groups.
ogg: P () Logger Management " i
Subscription Settings Menitored It Fo e ® Adding a Logger Group to a Logger Group List
1. Ensure the runtime service is stopped
Publish Interval: 1000 ms Sampling I ) Logger PP
[?] Logger Recarding 2. Right click the Logger Group List and then click
License Registration and Activation New L c th ek
Keep Alive Count: 10 queli| @ Appendic ew Logger Group in the popup menu, or clic
the Logger Group List to select it and then click
I — siscard the New Tag Group icon on the Quick Launch
toolbar..
I —
TS
File Server Logger Jools Runtime Help
rEHEEEBR &
- [fi Server Group
.o [ Server1(192.168.12.112:53192)
[Z]Loager Group List
New Logger Group
Start Recording
Stop Recording
| - - P « [ » T
P E— D
Service Status: Stopped  Time: 22:47:21 = = =
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”
Logger Settings

Logger Name ~ Logger1l

(max. length = 30; only 20 if using Orade Database)

@ Excel File:
Root Path:

C:\Users\Public\DocumentsMoxa MXAOPCLogger\Logger

File separated every min. (default: 60)

Access File:
Root Path:

(_) Database:
Source Name:

() Azure oT:
‘Connection String:

C:\Users\Public\Documents\Moxa \MXAOPCLogger \Logger

Back | Next >

Step 5.1 Automatic data supplement setting

Ensure Data Completeness with Data Supplement’s
Auto Mode, on Demand, and on Schedule

Click Tools > Data Supplement Settings from the top menu bar. Click “"Data supplement after
network reconnection” to activate the automatic data supplement function.

B Mx-A0PC U Logge NI TEEEEEEIIITIISSSS—S—ST

File Server Logger [Tools| Runtime Help

Data Supplement Settings

S AER S
[t A Certificate Management

B Server G

= ﬁ — System Log 3

P server1(1€
Change Password

Options

i [0l & &1 /41 &

General Settings

Retry Timeout 30 sec(s) (5 to 600, default: 30)

Retries 3 (0 to 10, default: 3)

= Logger Group List
=i} LoggerGroupl

" 4@ Logger1

Triggering Event
la supplement after network reconnection
|| pata supplement on schedule
Everyday at  15:4

Data loss in the past 1 day(s) (1 to 7, default: 1)

[ Data supplement through Celdar Data Access
IP Address 0 .0 0 .0

Port | 9400 (0 to 65535, default: 9400)

Folder for supplementary data

path  C:\Users\Public\DocumentsMoxa WX AOPCL E]

Log Folder for Data Supplement on Demand
C:\Users\Public\Documents Moxa\WMXAOPCL

(o< J[ conce

Note:

data supplement process can be performed when the logger is recording.

Data Supplement Settings can only be modified when the logger stops recording, and the
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Step 5.2 Click the “Help” menu and follow the instructions in “Testing the Data Supplement
Function” section to test the automatic data supplement function.

mW e & O

Hide Back Print  Options

Qorﬂerlsllgda|§ead.|

r _——— ™y
Twrcnore TIDDDD Coes

=14} MX-AOPC UA Logger Help
- [2] Introduction
=3 Getting Started
[ @ Designing System Architecture
@ Installing MX-AQPC UA Logger
-[2] Opening Configuration Console

-[2] connecting to MX-AOPC UA Server
-[2] creating Loggers

(7] starting Runtime Service
2] Starting Recording

=[] Configuration Console

~..[2) Configuring MX-A0PC UA Logager Seftings

EBE] Testing Data Supplement Function [l

Testing the Data Supplement Function

Take the following steps to test the data supplement 1
function.
1. Insert a microSD card into your Moxa device.

2. Use IOxpress to configure the Moxa device to allocate

data buffer size for network failure and to enable

connection to the MX-AOPC UA Server,

I Settng | aGops ClkaGo Pls S

Step 6.1 On demand data supplement setting

To trigger the data supplement process manually, click the “Data Supplement on Demand”

button.

H MXAOPCUAlogger .

| File | Server Logger Tools Runtime Help

—— S =

[ |

CERNHRG 008 84S

= ‘ Server Group
- [B Server1(192.168.127.25:53192)

=& Logger Group List
(=& LoggerGroup1
“-4g) Logger1
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Step 6.2 Once the on-demand data supplement function has been triggered, the Logger icon
will flash pink and gray light, indicating that the logger is performing the data supplement
process. The progress of the data supplement process can be seen in the event log.

I Logger Group List
(=1~ LoggerGroup1
4 Loggerl
Date Time: Event -
[0I5/03] 5 155500 Connecing 1o e ae T0=5- =2 BR TS0 to 01503/ 8 0a B0

2018/03/26 19:33:30 No data found [from 2018/03/26 08:49:27 to 2018/03/26 08:51:13] from the device [MAC:00-30-e8-5f-10-a8] for sup;
2018/03/26 19:33:28 Connecting to the device [MAC:00-90-e8-5f-10-a8] for retrieving log from 2018/03/26 08:49:27 to 2018/03/26 08:51::
2018/03/26 19:33:28 Mo data found [from 2018/03/25 11:33:24 to 2018/03/26 08:48: 58] from the device [MAC:00-90-e8-5f-10-a8] for supy
2018/03/26 19:33:26 Connecting to the device [MAC:00-90-e8-5f-10-a8] for retrieving log from 2018/03/25 11:33:24 to 2018/03/26 08:48:¢
2018/03/26 19:33:26 Trying to connect to the device,
2018/03/26 19:33:26 Data supplement (Demand) begin.
2018/03/26 19:33:16 LoggerGroup 1,Logger 1 sucessfully connected to database!
2018/03/26 19:33:16 Initializing database...
2018/03/26 19:33:14 MX-AOPC UA Logger runtime service is running.
20180326 19:33:01 Data supplement (Demand) end.
2018/03/26 19:33:01 MX-AOPC UA Logger runtime service is stop.,
2018/03/26 19:32:52 No data found [from 2018/03/26 09:11:24 to 2018/03/26 10:12:58] from the device [MAC:00-90-e8-5f-10-a8] for supr ™
] m v

Service Status : Running Time: 19:33:30 Data Supplement Queue: 0000
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Step 7.1 On schedule data supplement setting

Click Tools > Data Supplement Settings from the top menu bar. Click “"Data supplement on
schedule” and specify the time and period; the data supplement process will start at the specified

time.

HMCAORCUAlogoer BN~ T T e

File Server Logger [Ioulsllj.unlime Help

Data Supplement Settings

i}

omn|

n Server Group

B serveri(x¢

Certificate Management

System Log

Change Password

Options

olos & sas

= Logger Group List
=i LoggerGroupl

4@ Loggert

Data Supplement Settings

General Settings

Refry Timeout sec(s) (5 to 600, default: 30)

Retries (0 to 10, default: 3)

Triggering Event
[] Data supplement after network reconnection

Data supplement on schedule

Everyday at 15:40

Data loss in the past 1 day(s) (1 to 7, default: 1)

[ Data supplement through Cellular Data Access

IP Address 0 -0 .0 .0

Port |9400 (0 to 65535, default: 3400)
Folder for supplementary data
path  C:\Wsers\Public\Documents\Moxa WMXAOPCL E]

Log Folder for Data Supplement on Demand
C:\Wsers\Public\DocumentsMoxa MXAOPCL:

o ][ conce
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Step 7.2 After the on-schedule data supplement process is complete, the event log will show

how long the data supplement process took to perform and display the result of the supplement

process.

i Logger Group List
=-#4 LoggerGroup1

Date Time Event -
2018/03/26 19:37:32 No data found [from 2018/03/26 08:51:40 to 2018/03/26 08:52:00] from the device [MAC:00-90-e8-5f-10-a8] for supq
2018/03/26 12:37:30 Connecting to the device [MAC:00-90-28-5f-10-a8] for retrieving log from 2018/03/26 08:51:40 to 2018/03/26 08:52:
2018/03/26 19:37:30 Mo data found [from 2018/03/26 08:49:27 to 2018/03/26 08:51: 13] from the device [MAC:00-90-e8-5f-10-a8] for supg
2018/03/26 19:37:28 Connecting to the device [MAC:00-90-28-5f-10-a8] for retrieving log from 2018/03/26 08:49:27 to 2018/03/26 08:51:
2018/03/26 19:37:28 No data found [from 2018/03/25 11:37:00 to 2018/03/26 08:48: 58] from the device [MAC:00-30-e8-5f-10-a8] for supg
2018/03/26 19:37:27 Connecting to the device [MAC:00-90-e8-5f-10-a8] for retrieving log from 2018/03/25 11:37:00 to 2018/03/26 08:48:
2018/03/26 19:37:26 Trying to connect to the device.
2018/03/26 19:37:26 Data supplement (Schedule) begin.

1803/ 15:36:25 ToggerGroup1.Logger 1 sucesstuly connected to database!
2018/03/26 19:36:25 Initializing database. ..
2018/03/26 19:36:23 MX-AQPC UA Logger runtime service is running.
2018/03/26 19:35:44 MX-AOPC UA Logger runtime service is stop,
2018/03/26 19:34:25 Data supplement (Demand) end. s
P m

LIService Status : Running Time: 19:39:25 Data Supplement Queue: 0000

Copyright © 2018 Moxa Inc.

Page 11 of 11




